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1. Purpose of this Policy
This policy explains how personal data must be handled at Cambridge Online Tuition. It ensures that all staff and tutors understand their responsibilities and that personal information is treated lawfully, fairly and securely at all times.

2. Scope
This policy applies to all employees, tutors and temporary staff who handle personal data relating to pupils, suppliers, contractors or colleagues. It applies whether data is processed on-site or off-site, including when working from home.

3. General Data Protection Responsibilities
All members of staff and tutors are responsible for ensuring that any personal information they encounter during their work is:
· Collected and processed fairly, lawfully and transparently
· Used only for specific, clear and legitimate purposes
· Accurate, relevant and limited to what is necessary
· Stored securely within the organisation’s approved IT systems
· Not shared with unauthorised third parties
Before collecting personal data, staff and tutors should always consider whether the same outcome can be achieved with less information. For example, if the month and year of birth are sufficient, a full date of birth should not be collected.
Compliance with data protection legislation is a personal responsibility for every employee and tutors who processes personal data.

4. Data Retention
Cambridge Online Tuition does not keep personal data for longer than necessary. All staff and tutors must follow the organisation’s Retention Policy and support regular reviews of information held, including how it is stored, used and secured.

5. Data Security
All staff and tutors must ensure that personal data is kept secure and protected from unauthorised access, loss or damage.
The organisation has appropriate technical and organisational security measures in place. Every employee and tutors are required to comply with these measures and with the Security Policy.
Extra care must be taken when working off-site to ensure that personal data remains secure at all times.



6. Approved Systems and Storage
All documents, files and correspondence (including emails, chats and letters) must be stored only in organisation-approved systems, including Cambridge Online Tuition LMS, MeritHub and MS Office 365.
Personal data must not be stored in any system outside the organisation’s IT infrastructure.
If an external or temporary system is required because existing systems are not suitable, approval must be obtained from the Director before any software is installed or any data is stored.
Failure to follow this approval process will result in immediate dismissal or contract termination. 

7. Data Subject Requests and Breaches
The Director must be notified immediately via contact@cambridgeonlinetuition.co.uk if any of the following requests are received, before any action is taken:
· Requests to change or amend personal details
· Requests for copies of personal data
· Requests for deletion of personal data
· Objections to the processing of personal data
· Requests to restrict processing
· Requests to transfer personal data to another tuition provider
All data breaches and near misses must be reported to the Director immediately.
All data protection or GDPR-related complaints must be reported to the Director without delay.

8. Roles and Responsibilities
Director 
Responsible for:
· Ensuring technical and operational security measures are in place and followed
· Arrange regular GDPR refresher training
· Promoting GDPR compliance across all teams
· Holding all staff, including tutors, accountable for compliance
· Ensuring GDPR training is included in staff induction
· Granting appropriate system access based on job role
· Managing authorisation processes
· Ensuring GDPR compliance, including third-party management and risk management
· Carrying our appropriate due diligence on 3rd party, such as tutors, before onboarding
· Ensuring DPIAs and LIAs are completed when required
· Assure appropriate agreements are in place with data processors and joint controllers 


Tutors 
Responsible for:
· Reporting data breaches, near misses and requests promptly to the Director
· Recording personal and special category data (such as medical information) correctly in the organisation LMS system
· Respecting privacy when discussing personal matters with pupils and parents.
· Avoiding conversations in public areas where information may be overheard
· Cooperating with the Director when resolving breaches or requests
· Maintaining GDPR compliance in daily activities
· Ensuring data security measures are applied at all times
· Cooperating fully with the Director


9. Related Policies
All staff must comply with related policies, including:
· Retention Policy
· Security Policy
· Data Protection Protocol
· Online Safety Protocol

10. Non-Compliance
Failure to comply with this policy or any related organisational policy will result in immediate dismissal or termination of contract.

11. Policy Review
This policy will be reviewed and updated as required to reflect best practice in data management and to ensure continued compliance with GDPR and other relevant legislation.
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